
Dear Parents, Carers and Families

E Safety Guidance for Parents of 7-11 year olds (Online Gaming and Apps)

Online gaming is often a popular activity with children aged 7-11, many of whom have become
increasingly independent users of technology and the internet, and own their own devices. Their
online gaming habits most likely consist of games which offer more features than those for a
younger audience, such as in-game chat, and even games which are intended for an older
audience and may contain scenes of violence or frightening content.  This access to online
games which are intended for older users and desire for independence when going online could
mean they are at an increased risk of seeing inappropriate or upsetting content or even
witnessing or experiencing things which leave them feeling worried, upset or confused.
It's important to ensure that children have a bank of strategies to use if something does go
wrong online especially as they become more independent users of technology and the internet.

Below you can find details on how to set up parental controls for a number of the current
devices and consoles children are using.

Use parental controls on your child's iPhone, iPad, and iPod touch

Set up parental controls on Google Play - Google Play Help

Nintendo Switch Parental Controls | Nintendo Switch Family

Xbox Family Settings: Responsible Gaming for All

How to set parental controls and spending limits on PS4

How to setup up parental controls on different Social Media Apps

6 top tips for supporting children aged 7-11 online - follow the links below for more
advice

1. One of the easiest things you can do is check for age ratings - Most games have an age
rating from PEGI which are displayed on the packaging of the game or within some app
stores along with content descriptors which show what will be seen within a game, e.g.
violence, drugs or scenes of a sexual nature. These are there to help you and your child
to choose age appropriate games. If your child is not 12+ they shouldn’t be playing
games with a PEGI rating of 12+.

https://support.apple.com/en-us/HT201304
https://support.google.com/googleplay/answer/1075738?hl=en
https://www.nintendo.co.uk/Nintendo-Switch-Family/Nintendo-Switch-Parental-Controls/Nintendo-Switch-Parental-Controls-1183145.html
https://www.xbox.com/en-GB/community/for-everyone/responsible-gaming
https://www.playstation.com/en-ie/get-help/help-library/my-account/parental-controls/ps4-parental-controls/
https://www.saferinternet.org.uk/advice-centre/social-media-guides


For more information please visit PEGI Ratings e.g Fortnite has a PEGI rating of 12,
PEGI have said this is due to the: 'frequent scenes of mild violence. It is not suitable for
persons under 12 years of age'. TikTok is intended for users age 13 and over. The
following is taken from TikTok own webpage “Please do not allow a child under the age
of 13 to use the app. It therefore has a strict 12+ app store rating.” The following website
Common Sense Media has lots of guidance that may help you.

2. Explore the safety features - Online games and apps (like Fornite and Tiktok) offer
different safety features including parental controls. You can find out more about how to
set these up by using the gaming guides on the main hot topic page or by visiting the UK
Safer Internet Centre guides. You can also find out how to set up parental controls on a
gaming device by visiting the Internet Matters parental controls guides.

3. Set up and play together - It's a good idea to help your child set up any new gaming
accounts so you can make sure the correct safety features are in place. You could also
spend some time playing the games together initially so you can see what happens
within the game, support them with any worries and establish boundaries for playing the
game.

4. Establish boundaries - Why not try using our family agreement to create a set of rules or
boundaries to help keep your child safe when playing games online. At this age children
can contribute their own ideas for safe online gaming and may respond more positively
to rules which have been created in partnership with them. For more information on how
to put the family agreement into practice with children of different ages please visit family
agreement blog.

5. Keep an open dialogue - As a family discuss how playing games online can make you
feel. Discuss how you know you have been online for too long, considering physical,
emotional and device-level factors, e.g. headaches, feeling grumpy, noticing the device
battery is now low. Make sure your child knows what to do if something is worrying or
upsetting them online, such as pressing the report or block buttons and telling a trusted
adult.

6. Encourage your child to make safe choices - Make sure your child knows not to share
their personal information or anyone else's when playing online games. This could be
whilst chatting within a game, creating profiles or sharing pictures. Encourage your child
to always come and talk to you if someone has asked them for personal information
within a game or if they ask them to meet up in real life. You can report any concerns
you have that someone is behaving inappropriately towards a child online to CEOP.

https://www.internetmatters.org/resources/video-games-age-ratings-explained/
https://www.commonsensemedia.org/
https://www.childnet.com/parents-and-carers/hot-topics/gaming
https://www.saferinternet.org.uk/advice-centre/social-media-guides
https://www.saferinternet.org.uk/advice-centre/social-media-guides
https://www.internetmatters.org/parental-controls/entertainment-search-engines/
https://www.childnet.com/resources/family-agreement
https://www.childnet.com/blog/putting-the-family-agreement-into-practice-
https://www.childnet.com/blog/putting-the-family-agreement-into-practice-
https://www.ceop.police.uk/safety-centre/


Conversation starter ideas
A simple and effective way to support your child with online gaming is through discussion. An
open dialogue is the best way to help your child access the amazing games the internet has to
offer, whilst keeping them safe at the same time.

1. What is your favourite game to play online?
2. What things make you happy when playing online games?
3. What things make you unhappy/angry/sad when playing online games?
4. How long do you think you spend playing online games each day/ week?
5. What happens when you’ve been playing online games for too long?What happens to

your body, to your mood, and to your device?

If you have any further concerns please visit the school website http://www.sspeterpaul.co.uk/
and look for E-SAFETY@HOME in the menu bar,  this has a number of useful pages and
guides including videos to e-safety.

We hope this information has been helpful.

Mrs Butt
Mrs Wetherelt
Mr Gregg

http://www.sspeterpaul.co.uk/











